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1 Introduction

The SAP GUI Scripting APl is an automation interface that enhances the capabilities of SAP GUI for Windows.
Using this interface, end users may automate repetitive tasks by recording and running macro-like scripts.
Administrators and developers on the other hand may build tools for server-side application testing or client-
side application integration.

From the SAP server's point of view there is no difference between SAP GUI communication generated by a
script and SAP GUI communication generated by a user. For this reason a script has the same rights to run SAP
transactions and enter data as the user starting it. In addition, the same data verification rules are applied to
data entered by a user and data entered by a script.

However, just as a person might make mistakes that cannot be detected by a verification rule, an error in a
script may cause bad data to be entered into the system without being detected immediately. A script runs
significantly faster than manual interaction with a system, though, and it may also run unattended. It is
therefore likely that a bad script can generate more bad data than a user before the mistake is detected.

The main focus of the SAP GUI Scripting security considerations is to prevent scripts from being run
accidentally or unbeknownst to the user. This also prevents user interaction from being recorded without the
user's consent.

In the following chapters, we will describe the available security measures that are implemented on different
levels of the system architecture.
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2 Installation

On any client PC, SAP GUI Scripting is only available if it has been installed. The SAP GUI Scripting support is
included in the SAP GUI installation per default. However, an administrator can prevent SAP GUI Scripting from
being installed. Using NWwSAPAdmin, the administrator can create an installation package without Scripting and
then prevent users from selecting components manually. Installation packages can be assigned to single users
or to a group of users so that an administrator can easily define who will be able to use SAP GUI Scripting and
who will not.

If a user has the right to select components, he or she can exclude SAP GUI Scripting by not selecting the entry
in the list of components.

FRONT-END INSTALLER

=l SAP GUI for YWindows 7.50 ~
= SaP GUIL Suite

SapP GUL

SAP Logon Pad

SAP Logon

SaP GUL Scripting

GUL KT

Unicode RFC Libraries

/3 Add-Cn

General Add-On

Audit Managerment

SCM Add-On

SR &=

HEHEHH
IRER

Local administrator privileges are required to run the SAP GUI installation, unless a central installation server is
used. A non-admin user can therefore not enable SAP GUI Scripting even if he or she has access to a SAP GUI
installation medium.

It is possible for the administrator to disable SAP GUI Scripting on certain client machines even after it has
been installed. All that needs to be done is to set the registry key

HKEYiLOCALiMACHINE\SOFTWARE\SAP\SAPGUI Front\SAP Frontend Server\Security
\UserScripting

to 0. This will disable SAP GUI Scripting and cannot be overridden by users who do not have access to the
HKEY_LOCAL_MACHINE branch of the Windows registry.

Please note, that on 64bit operating systems the value mentioned above needs to be created under

HKEY LOCAL MACHINE\software\Wow6432Node\sap\SAPGUI Front\SAP Frontend Server
\Scripting.

SAP GUI Scripting makes use of an ActiveX object called sapfewse.ocx. Eventhough SAP applies strict
security policies ActiveX objects may be vulnerable to attacks. Therefore, SAP has decided to set the so-called
“killbit” for the SAP GUI Scripting ActiveX object (see SAP Note 1261706#% for more information). Setting the
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killbit does not have any effect on SAP GUI Scripting at all except for scenarios where sapfewse.ocx is called
directly from a web page.
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3 Protecting Critical SAP Systems

By default SAP GUI Scripting is disabled on any given SAP system. The administrator has to enable the
support by setting the profile parameter sapgui/user scripting to TRUE on the application server. That
way an administrator can enable scripting either for all users of a given system by setting the parameter on all
application servers or for a certain group of users by setting the parameter only on certain servers, which may
have special access restrictions. See also section Modes for Server Side Protection [page 9].

On the other hand, it is possible to completely prevent scripts from being run against a specific SAP system.
This might be desirable to protect mission critical data from being corrupted or downloaded.

The profile parameter requires the following kernel patch levels and SAP support packages:

e 6.20 and following: Standard

e 6.10: Kernel 6.10 patch level 360, support package SAPKB61012

e 4.6D: Kernel 4.6D patch level 948, support package SAPKB46D17
e 46C: Kernel 4.6D patch level 948, support package SAPKB46C29
e 4.6B: Kernel 4.6D patch level 948, support package SAPKB46B37
e 4 .5B: Kernel 4.5B patch level 753, support package SAPKH45B49
e 4.0B: Kernel 4.0B patch level 903, support package SAPKH40B71.
e 3.1I: Kernel 3.1l patch level 650, support package SAPKH31196.

The currently installed kernel patch level can be checked on the status dialog. Select the dialog from the
system menu and open the kernel information window by clicking on the Other kernel info button on the
toolbar. The patch level is displayed in the Sup. Pkg. Lvl. field.

= System: Kernel information X
Kernel Information [Database Information
Kernel Release C??Z : DE Client Library: SQLDBC 7.9.9.006.25%556
Compilation: Linux GNU SLES-11 xB6_ Database Releases: MaxDB 7.9
Patch Level: O DESL version: |772.01
ABAP Load: 2409 DBESL Patch Level: |0
Claload: 47
Moce: dhbg Systern Information
Rsyn Flle IP Address:

SAP versions: | 753, 771, 772
Operating Systern:  Linux
OF Release:  3.0.101-108.13-default

® SN Name:

Continue  Cancel

To check the support package level of an SAP system, go to transaction SPAM and press the Package level

button. For SAP system releases 4.5B and below check the line SAP_APPL, for higher versions the SAP_BASIS
line is relevant.
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For the following systems the parameter can be set dynamically using transaction rz11 instead of changing the
profile file and re-starting the application server:

e 6.20 and following

e 6.10: Kernel 6.10 patch level 391
e 46D: Kernel 4.6D patch level 972
e 4.6C: Kernel 4.6D patch level 972
e 4 .6B: Kernel 4.6D patch level 972

< 8 0O x

< w Display Profile Parameter Details

~ Change Value Display Documentation Display Information ~ More v Exit

Metadata for Parameter sapgui/user_scripting

Description Value

Name sapgui/user_scripting

Type Logical Expression

Further Selection Criteria

Unit

Parameter Group Gui

Parameter Description Enable or disable user scripting on the frontend.
CSN Component [

System-Wide Parameter = Change Parameter Value X
Dynamic Parameter

Vector Parameter

Has Subparameters Parameter Values

Check Function Exists Parameter Name:  sapgui/user_scripting

Internal Parameter

Read-Only Parameter

Value of Profile Paramef Kernel Default: | FALSE
Expansion Level
Kernel Default
Default Profile Instance Profile:  TRUE
Instance Profile

Current Value

Origin of Current Value: Def: Current Value: ' TRUE

Default Profile: | TRUE

[HEEE REEEEEEN

New Value

Switch on all servers

Cancel

To set the parameter run transaction rz11, enter the parameter name sapgui/user scriptingand press
the Display button. If the parameter is not found then the support package level of the system does not suffice.
On the following screen, the Current value entry should be TRUE. If it is displayed as FALSE, press the Change
value button on the toolbar, set the value to TRUE and save it.

i Note

The value must be entered in uppercase; otherwise it will be interpreted as FALSE.

If the SAP system has several application servers and uses load balancing you may want to set the Switch on all
servers check box. Otherwise, the parameter is only set when you log into the current application server.

After saving the value, the Current value should change to TRUE. If the value does not change, then make sure
that the appropriate kernel patch has been installed.
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The scripting support will then be enabled the next time you log into the server.

See SAP Note 480149#% for additional information.
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4 Modes for Server Side Protection

The profile parameter described in the previous chapter controls the availability of SAP GUI Scripting in an all-
or-nothing kind of way. Some users have asked for a more fine grained approach. This would allow them to
enable only those features of SAP GUI Scripting that are required for their specific application.

In response to these requests, we have added additional profile parameters that modify the behavior of the
sapguil/user scripting profile parameter.

sapgui/user_scripting_disable_recording

This parameter disables all SAP GUI Scripting events for the system on which it is set. It is still possible to run
previously recorded or written scripts. However, it is not possible to record new scripts or log any other type of
information in response to SAP GUI Scripting events.

sapgui/user_scripting_set_readonly

In SAP GUI Scripting’s read only mode only a subset of the API can be used from a script. This comprises read
access to properties and calling read only functions. This mode is typically used when SAP GUI runs together
with a Screenreader Software or for the side panels in SAP NetWeaver Business Client.

Please note that the read-only restriction applies to the state of the SAP GUI session on the server. This implies
that you may not execute any call which changes the data stream sent to the server, even if no actual database
update is attempted.

The installation requirements for sapgui/user scripting set readonlyand sapgui/
user_ scripting disable recording are as follows:

SAP Kernel:

e 46D: The support is introduced in patch 1698.
Correct RZ11 support requires patch 2098.

e 620: The support is introduced in patch 1223.
Correct RZ11 support requires a 640 kernel.

e 640 and following: Supported
Correct RZ11 support available.

e 46C: Support package required (SAPKB46C47)
e 620: Support package required (SAPKB62037)
e 640: Supported.

e 700: Support package required (SAPKB70011)
e 710 and following: Supported.

For further requirement information, see also note 692245# .
sapgui/user_scripting_per_user

In some cases, it is not possible to enable SAP GUI Scripting for lack of a dedicated application server. This
implies that users who are allowed to use SAP GUI Scripting work on the same server as others, so the support
cannot be enabled for the server.
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The problem can be solved by setting the rights to run SAP GUI Scripting per user. The new profile parameter
sapgui/user scripting per user allows the administrator then to enable SAP GUI Scripting support for
specific users. Unless the administrator explicitly changes the value, this parameter is set to FALSE. If the
profile parameter is set to TRUE the following happens:

e Onthelogin screen SAP GUI Scripting is available for every user.

e After login, SAP GUI Scripting only remains available for those users that have the authorization for the
Execute(16) action of the authorization object S_SCR in class BC_A.

The following software versions are required to use this new functionality:

e 6.40: Kernel 6.40 patch level 159, support package SAPKB64020
e 700: Kernel 700 patch level 87, support package SAPKB70011
e 710 and following

For more information on the requirements, see note 9839907 .

i Note

These parameters will only take effect after SAP GUI Scripting has been enabled using the parameter

sapgui/user scripting.

sapgui/nwbc_scripting

Use this profile parameter, if you do not want to give full scripting authorizations, but still want the users to be
able to use side panels in SAP NetWeaver Business Client. This has the same effect as using sapgui/
user_ scripting together with sapgui/user scripting set readonly.

This parameter is part of the SAP NetWeaver Kernel as of release 7.21.
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5 Mode Combination for Server Side
Protection

The usage of SAP GUI Scripting can be restricted by the means of the profile parameters mentioned in section
Modes for Server Side Protection [page 9]. Two of these parameters are:

® sapgui/user scripting per user (decide whether SAP GUI Scripting is permitted based on an
authorization object S_SCR assigned to users)

® sapgui/user scripting set readonly (activate aread only version of SAP GUI Scripting for all
users)

Up to patchlevel 16 of SAP GUI for Windows 7.40 and patchlevel 3 of SAP GUI for Windows 7.50 these
parameters could not be combined. When the parameter sapgui/user scripting set readonly was
activated, values for parameters sapgui/user scripting per user wereignored and all users held only
read only version SAP GUI Scripting authorizations. Therefore, it was impossible to assign some users full SAP
GUI Scripting authorizations and all others read-only SAP GUI Scripting authorizations.

However, there are scenarios in which it may be desired to use a combination of full SAP GUI Scripting support
for some users and read-only Scripting support for others (for example when SAP Enable Now is used for all
others and full SAP GUI Scripting is required by some other users). Until now, such a scenario could only be
realized by assigning the respective user groups to different application servers via dedicated logon groups.

In order to protect customers who are already using the two parameters we have implemented a switch that
allows combining the two parameters. The default behavior remains unchanged. You can switch to the new
behavior when setting the following registry key (REG_DWORD) to value "1":

64bit operating system:

HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\SAP\SAPGUI Front\SAP Frontend Server

\Security\ScriptingPerUserAccountExecute

32bit operating system:

HKEY_LOCAL_MACHINE\SOFTWARE\SAP\SAPGUI Front\SAP Frontend Server\Security

\ScriptingPerUserAccountExecute

The behavior is as follows:

e |[fonly sapgui/user scripting per user is set, all users with the authorization object have full SAP
GUI Scripting authorizations, all other users have no SAP GUI Scripting authorizations

e |[fonly sapgui/user scripting set readonly is set, all users have read only SAP GUI Scripting
authorizations

e |f both parameters are combined (=new behavior), those users which have the authorization object have
full SAP GUI Scripting authorizations, all other users have read only SAP GUI Scripting authorizations

You find more information in SAP Note 2565390#% . Attached to this note, you find a flow chart that compares
the former and new behavior.
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6 Protection on the Client Level

If the administrator has enabled scripting for end users, a given user can still disable it by setting the registry
value UserScriptinginkey

HKEY CURRENT USER\SOFTWARE\SAP\SAPGUI Front\SAP Frontend Server\Security
to 0. To enable scripting, the user can set the key back to 1, which is also the default.

In addition, a user may want to be notified whenever a script attempts to access the running SAP GUI or
whenever a script attempts to open a connection to an SAP system. This can be done by setting the registry
values WarnOnAttach and/or WarnOnConnectionin

HKEY CURRENT USER\SOFTWARE\SAP\SAPGUI Front\SAP Frontend Server\Security
to 1, which is the default. Setting these values to 0 will prevent the message popup.

These registry settings can also be set through the SAP GUI Options dialog that can be called from the Control
Panel, SAP Logon (Pad) or a running SAP GUI session.

SAP GUI Options - SAP Logon X

Theme Blue Crystal Theme v Search:

~ Visual Design Installation
Theme Preview/Settings Scripting is installed

Font Settings
Branding User Settings

-
Color Settings v Enable scripting }

v

Interaction Design v Notify when a script attaches to SAP GUI
v Accessibility & Scripting "
Accessibility

Scripting!

Multilingual Settings

jhen a script opens a connection

Show native Microsoft Windows dialogs

Local Data

Traces

Security

SAP Internal

SAP Logon Options
Front End Print
System Information

VOV OV WV WV Vv

O
o
=y
o
o

Apply Help Restore Defaults

8

If the administrator or the user has chosen not to install Scripting, then the User Settings are not available.

Since in Accessibility scenarios SAP GUI Scripting is used, it is recommended that users disable the
notification regarding attaching scripts to SAP GUI before starting SAP GUI.
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In Blue Crystal theme and older themes, the user is notified about a script’s execution through an animated

icon on SAP GUI's status bar: ¥ | Y13 (1) 000 ¥ | Idai2y3 | INS @ =]

While a script is running, the icon in the red rectangle is animated. The icon’s tooltip will also notify you if SAP
GUI Scripting is disabled for some reason.

In the Belize theme this notification icon has been moved into the system information section in the header

> Yis(nooo [ & _ 0O X

While a script is running the icon above will be displayed in green. The icon'’s tooltip will also notify you if SAP
GUI Scripting is disabled for some reason.

area:

You can also disable the scripting functionality to write information to the hard disk. This is done via the registry

value DisableWriteToDisk under the following registry path:
HKEY LOCAL MACHINE\software\sap\SAPGUI Front\SAP Frontend Server\Scripting.

Please note that on 64bit operating systems the value mentioned above needs to be created under
HKEY LOCAL MACHINE\software\Wow6432Node\sap\SAPGUI Front\SAP Frontend Server
\Scripting.
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7 Notes for Users

Windows Script Host and SAP GUI for Windows

Visual Basic Scripts can only be executed from the Windows desktop if the Windows Script Host is installed.
However, tools for automatic testing or client analysis such as eCATT will generally not use VBS.

Visual Basic Script run within the scope of the Windows Script Host is a very powerful language. It is capable of
accessing both the file system and the registry and of executing arbitrary commands.

In the past, the WSH has on some occasions been used by computer viruses encoded as VBS to attack a
machine. Therefore, SAP does not encourage users to install WSH.

Do not write passwords into scripts

A user may decide to store scripts locally. As a script can be used to start a connection, a user might try to
automate the login process by writing his login data into the script. We strongly discourage users from doing
so. Scripts are not encrypted and anybody having access to the file can read the login data.
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8 Security Q&A

1. Canascript corrupt the SAP system’s data?
No. All changes done from a script are subject to the same data validation rules as end user interaction.

2. Can ascriptinfluence the system performance?
Yes. A script executes significantly faster than an end user, and may therefore put more load onto the
system.

3. Can a script access data for which the end user does not have the necessary privileges
No. The script has only access to the data to which the end user has access rights.

4. Can a script export data that the end user could otherwise not export?
Yes. Even if the download of a list is not allowed, an end user can extract the data from SAP GUI. Of course,
the end user could also create a screen shot instead. SAP GUI Scripting can only export data that is
displayed on the screen.

5. Can ascript record end user interaction with SAP GUI?
Yes. However, the end user will be notified about this, unless he disabled the notification.

6. Can ascript record passwords?
No. Therefore, a script cannot be played back if the user running it does not have an account on the SAP
system.

7. Canascript run in the background without the end user’s knowledge?
No. The end user will be notified when the script starts, unless she disabled the notification. In addition,
SAP GUI Scripting needs to display SAP GUI for running a script.

8. Can SAP GUI Scripting be used to corrupt the client PC?
No. The functionality of SAP GUI Scripting is limited to driving SAP GUI. However, if you use Visual Basic
Script and the Windows Script Host to access the SAP GUI Scripting interface, the functionality of the VBS
language or the Windows Script Host object model might very well be used to perform arbitrary operations
on the client PC.
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Important Disclaimers and Legal Information

Hyperlinks

Some links are classified by an icon and/or a mouseover text. These links provide additional information.
About the icons:

o Links with the icon o : You are entering a Web site that is not hosted by SAP. By using such links, you agree (unless expressly stated otherwise in your
agreements with SAP) to this:
e The content of the linked-to site is not SAP documentation. You may not infer any product claims against SAP based on this information.
e SAP does not agree or disagree with the content on the linked-to site, nor does SAP warrant the availability and correctness. SAP shall not be liable for any
damages caused by the use of such content unless damages have been caused by SAP's gross negligence or willful misconduct.
e Links with the icon &: You are leaving the documentation for that particular SAP product or service and are entering a SAP-hosted Web site. By using such
links, you agree that (unless expressly stated otherwise in your agreements with SAP) you may not infer any product claims against SAP based on this
information.

Beta and Other Experimental Features

Experimental features are not part of the officially delivered scope that SAP guarantees for future releases. This means that experimental features may be changed by
SAP at any time for any reason without notice. Experimental features are not for productive use. You may not demonstrate, test, examine, evaluate or otherwise use
the experimental features in a live operating environment or with data that has not been sufficiently backed up.

The purpose of experimental features is to get feedback early on, allowing customers and partners to influence the future product accordingly. By providing your
feedback (e.g. in the SAP Community), you accept that intellectual property rights of the contributions or derivative works shall remain the exclusive property of SAP.

Example Code

Any software coding and/or code snippets are examples. They are not for productive use. The example code is only intended to better explain and visualize the syntax
and phrasing rules. SAP does not warrant the correctness and completeness of the example code. SAP shall not be liable for errors or damages caused by the use of
example code unless damages have been caused by SAP's gross negligence or willful misconduct.

Gender-Related Language

We try not to use gender-specific word forms and formulations. As appropriate for context and readability, SAP may use masculine word forms to refer to all genders.
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